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i-1 Open Remote Desktop = Windows
e On the desktop, click the Windows button

e Immediately start typing MSTSC on your keyboard
o The Windows search will find Remote Desktop Connection

= Clickon it
Best match
A Remote Desktop Connection L
* app Tyt
Search work and web .
Remote Desktop Connection
£ mstsc - see work and web results > -

F Open

Recent

P mstsq

MAC
e You must have Microsoft Remote desktop installed
e Launch Microsoft Remote Desktop

i-2  Connect to your Apps | In the Remote Desktop Connection Dialog:
Server in the ITE e Entfer your server name:
o The server name is
<The student/D you were given>.fraining.ipswitch.com
= As Examples.

e If you were given sfO7as your studentID, then the
server address would be:
stO7Ttraining.ipswitch.com

e If you were given s776 as your studentID, then the
server address would be:
st16.rraining.ipswitch.com

e Andsoon..

—— %
% Remote Desktop Connection l — &J

Remote Desktop
¢ Connection

[ T S 02 trining ipswitch.com] -

User name:  training'st02

You will be asked for credentials when you connect.

> Show Options Help
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i-3 Enter Username and When the RDP Session opens, click on Use another account
password

Windows Security -

Enter your credentials
These credentials will be used to connect to st21.training ipswitch.com.

Administrator

H QATEST\administrator

Password

H Use another account

Then type in your username and password (sent to you with your server name) info
the appropriate fields.
e  User training\< Your Student/D>
o As an Example, you were given studentID s707% you would then
type training\stO1

Windows Security -

Enter your credentials
These credentials will be used to connect to st21 training.ipswitch.com.

[ training\sto1 |

Administrator
QATEST\administrator

Domain: training

Connect a smart card

[] Remember my credentials

e  Password: <the password you were given>

e Click Yes on when asked if you want to connect

.
5., Remate Desktop Connection =5

F The identity of the remote computer cannot be verified. Do
you want te connect anyway?

The remote computer could not be authenticated due to problems with ts
security certificate. k may be unsafe to proceed.

Certificate name

L5l MName in the certfficate from the remote computter:
st02-app training local

Certificate emors

The following emors were encountered while validating the remote
computer's certificate

A\ The cettificate is not from a trusted certifying authority

Do you want to connect despite these certfficate emors?

[] Dont ask me again for connections to this computer

View certiiicate Yes
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i-4  Verify Connection Once you are connected to the Desktop of your Apps server, look in the upper
right-hand corner.
e  Make sure you see Hostname: <YourStudent|D>-app where
<YourStudentID> is the student number you just logged in with

You are now connected to the ITE.
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Lab 1 - Default Email Settings \

1-1 Login as your At the login Screen

studentID e Username: Your <studentID>

o Use the student ID you were given, example: stO1
e Password: <Your Student Password>

» Progress’
WhatsUp' Gold

Unified Netwark, Server
7 ¢ »and App Monitoring

Don’t forget to close the Welcome screen.

1-2  Configure Email e Click the SETTINGS menu
settings e Select System Settings
e Select Email Settings

‘ System Services

’
System Settings > Alert Center Data Retention
Discovery Settings » | Alert Center Email Notifications
Users & User Groups Default Email Settings @
Actions & Alerts >7 External Authentication >
Librarles » | General Settings

In the Email Settings Dialog
e Destination email address: Enter YOUR studentID followed by
@wugtng.com
o For Example, if yourstudentID is st02, you would enter
st02@wugtng.com
From: WhatsUpGold@wugtng.com
SMTP: mail.wugtng.com
Port: 25
Use an encrypted connection (SSL/TLS): checked
Click Save



mailto:st02@wugtng.com
mailto:WhatsUpGold@wugtng.com
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Default Email Settings

Destination email address

l st02@wugtng.com ]

From email address
WhatsUpGold@wugtng.com

SMTP server
mailwugtng.com

Port Timeout (sec)
25 30

[ Use an encrypred connection (SSL/TLS)

[ Use SMTP Authentication

m SEE

You have now completed Lab 1 - External Authentication and Email Settings.
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Lab 2 - Adding Credentials \

2-1 Add SNMP v2 e Click Settings Menu: Libraries: Credentials
Credential
System Services.
System Settings >
Discovery Settings >
Users & User Groups
Actions & Alerts >
Libraries >  Credentials
&
Scheduling Activities > Monitors

In the Credentials Library
e Clickadd 4

Credentials L

+ 7
"B SNMP T

53 SNMPv2 @
@ SNMP V3

e Select SNMPv2

In the SNMPv2 dialog
e Name: ITE-SNMPv2

e Description: SNMPv2 community string used in the ITE
e Read community: Training

Add SNMP v2 Credential |

Name: ITE-SNMPV2 ‘

PP ]
Description: SNMPV2 community stri

Read community: | Training

Write community:

m Cancel

e  Write community: (leave blank)

e C(lick Save
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2-2 Add WMI credentials
for the Training
Domain

2-3 Add WMI credentials
for the wugtng
domain

In the credential library
e Clickadd

Credentials L

+

3 SNMP V1
3 SNMPv2
SNMP v3

il windows
@ ADO @
e Select Windows

In the Windows dialog
e Name: WMI-Training
e Description: Training Domain Credentials used in the ITE
e Domain\Username: Training\<studentiD>
e Password: <password>
o (* password given to login into your server)
e  WMIConfirm Password: <password>
o (™ password given to login info your server)

Name: WMI-Training
Description: Training Domain Creder
Domain\Username: Training\st03

Password:

Confirm Password: | .........

“ Lanezl

e C(lick Save
[ ]

In the credential library

e Select the Windows Credential you just created
o And click copy

Credentials Library
+ 7 Eﬁ i
Name
B public
ITE-SNMPv2

R WMITraining
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In the Edit Windows dialog
e Change the following fields
o Name: WMI-WUGTNG
o Description: WUGTNG Domain Credentials used in the ITE
o Domain\Username: wugtng\<studentID>

Edit Windows Credential X

Name WMI-WUGTNG

Description WUGTNG Domain Credentials used in1

Domain\Username wuginglin02

New Password New pass

Confirm New Password | Confirm New Password

“ L=

e Click Save

2-4 Add VMware In the credential library
Credentials e Clickadd+4

Credentials L
+

B SNMP V1

& SNMPv2

3 SNMPV3
windows

9 aDO

B Telnet

B S5H

W VMware

& JMx &3

e Select VMware

In the Windows dialog
***This is a unique username and password NOT your Student ID

e Name: ITE-VMware
e Description: VMware credential used in the ITE
e Username: student@vsphere.local
e Password: Training
e  Confirm Password: Training
Name: ITE-VMware
Description: VMware credential used in the ITE
User Name: Student@vsphere.local
Password:
Confirm Password: | ........
e (Click Save
2-5 Close the credential e Click the X in the upper right-hand corner of the Credential Library to close
library it.

You have now completed Lab 2 - Adding Credentials.
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3-1 Open MIB Walker On the Menu Bar
e Click ANALYZE
e Mouse over Tools
e Click on MIB Walker

ANALYZE SETTINGS
v

Dashboards

| @ osiooon

[ e Tv—

ication Menitar .2
@ wrzovees 2| B ez
ot Mgt | e e
e e
L Log Management 5
= icumed 2| B e
o Mencatcnyss | T e water
v licensed
g Virtusl Monitoring s | [ SNMPMIB File Explorer
ucansad
= Wireless > | R Trcerous

E icensed
@) WebPerformance Monitor

@GR Web Task Manager

e In the Network Tool: SNMP MIB Walker dialog: Under “Address or
hostname:” type: 192.168.240.5

e Credentials: Training (SNMPv2)
Object ID: 1.3.6.1.4.1.9.2.1

e Click the Walk button to retrieve all the objects and their OIDs for this Cisco
Catalyst switch.

@ MibFileExplorer

=2 Network Tool: SNMP MIB Walker

Address or hostname:

192.168.240 5 -
Object ID:

136141921

Credentials:
ITE-SNMPV2 (SNMPv2) 2
Eilter:

|

Adyanced. |

e  Once the Stop button is greyed out
o Scroll these 69 results to locate the entry for avgBusy1(57).0 this is
near the bottom of the list.
o Hover your cursor until a popup window appears.
Note: this may or may not pop up in your browser. If it
doesn’t, continue on to next step.
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o This contains information about that object, including Object ID
(OID), Instance, Label, Type, Access and Description. Read the
Description for the object, then copy the Object ID (with your
mouse - right-click - Copy).

% |avgBusy5(58).0
@ idleCount(59).0

ObjectID: 13614192157

¢ |idlewirea(e0).0) 'MStAnce: 0
Label: —
o |ciscocontactin{] _50.0r dod.intemet private enterprises.cisco.locallsys!  [§+1.40
Type: Integer

@ [bufferHg ize(6]
% |bufferHgTotal(§

@ |bufferHgFree(s(| Description: )
1 minute exponentially-decayed moving average of
ihe CPU busy percentage.

Access: Read Only

% |bufferHgMax(6¢,
@ |bufferHgHit(66)
 [bufferHgMiss(6
 [bufferHgTrim(6!
% |bufferHgCreate >
@ [netConfig
@ |hostConfigProto(T1.0 0

3-2 Open Monitor Library | On the Menu bar
e Click on Settings
e Mouse over libraries

e Click Monitors

System Services
System Settings >
Discovery Settings >

Users & User Groups

Actions & Alerts >

Libraries > Credentials
Scheduling Activities > | Monitors @
WhatsUp Gold Add Ons Roles and Sub Roles

3-3 Create new SNMP In the Monitor library dialog

Monitor
e Click the plus 4

e Select Active Monitor
Monitors Library

+ |

O Active Monitor
& passive Vlcnitc:r@

(& -
* J Performance Monitor
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In the Select Active Monitor Type dialog

Type SNMP in the search text box then select SNMP Monitor from the list

Select Active Monitor Type

monicors enakie you t veriy heath, ser events, and testfor speciic condivons.

Monitor Name s *

&, SNMP Extended Mositar

L Snp Moritor

b

Click Select

In the Add SNMP Monitor Dialog

Name: Cisco Switch CPU
Description: SNMP active monitor to check the Avg CPU of a Cisco
switch.
Object ID: (paste the OID you copied) Or Type: 1.3.6.1.4.1.9.2.1.57
Instance: O
Check Type: Range of Values
o Lowvalue:0
o High value: 85
Click Save to save Service monitor to the library

Add SNMP Monitor @X

| Name

Cisco Switch CPU
| Description

SNMP active monitor to check the Avg CPU of a Cisco switch.
[ Use in rescan

SNMP timeout Number of SNMP retries

2 second(s) 1

ObjectlD | Browse

ObjectiD Instance
13.6.1.4.1.9.2157 0
Condition

Checkiype

Range of Values

Low value High value

0 to | g5
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3-4 | Create New SNMP
Extended Monitor
HTML file

Open Notepad ++ or Notepad.exe
e Copy the below text and then paste into the blank document

<SNMPParameters>
<SNMPParameter Name="CpgDaPhyDrvStatus">

<ShortDescription>Physical Drive Status</ShortDescription>

<LongDescription>Physical Drive Status. This shows the status of the
physical drive. The following values are valid for the physical drive status: Other (1)
Indicates that the instrument agent does not recognize the drive. You may need to
upgrade your instrument agent and/or driver software. Ok (2) Indicates the drive is
functioning properly. Failed (3) Indicates that the drive is no longer operating and
should be replaced. predictiveFailure(4) Indicates that the drive has a predictive
failure error and should be replaced. If you suspect a problem, run Compaq
Diagnostics.</LongDescription>

<Type>Object</Type>

<Index01D>1.3.6.1.4.1.232.3.2.5.1.1.2</IndexOID>

<0ID>1.3.6.1.4.1.232.3.2.5.1.1.6</0ID>

<DisplayOID>1.3.6.1.4.1.232.3.2.5.1.1.5</DisplayOID>

<Units />
</SNMPParameter>
</SNMPParameters>
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7 X
LRI HEC IR IEEIER - R B

e 8 ) [ HPDmvemeyorl 3 |

"CpgDaPhyDrvStatus">
e Status</ShortDescription>
tus. This shows the status of the physical drive. The following values are val

/Type>
ID>1.3.6.1.4.1.232.3.2.5.1.1.2</Index0ID>

<0ID>1.3.6.1.4.1.232.3.2.5.1.1.6</0ID>
<Display0ID>1.3.6.1.4.1.252.3.2.5.1.1.5</Display0ID>
<Units />

e Save the file as HPDriveArray.xml to desktop

e To connect to the WUG server
o Double click on the WUG RDP shortcut on your desktop

3

o When it opens
= Use your StudentID and password
e Paste HPDriveArray.xml to WUG Server desktop
Open Windows file explorer and navigate to:
o C:\Program Files (x86)\Ipswitch\WhatsUp\Data\ SNMPExtended
e Drag and drop the HPDriveArray.xml file into the SNMPExtended directory
o Click continue on the UAC denied access dialog

e Return to your App Server.
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3-5 Create New SNMP In the Monitor library dialog

Extended Monitor
e Click the plus 4

e Select Active Monitor

Monitors Library

e |
© Active Monitor
& passive Vlc:mtc:r@

' % Performance Monitor

In the Select Active Monitor Type dialog
e Type SNMP in the search text box then select SNMP Extended Monitor
from the list

Select Active Monitor Type @ X
Acive monitors enable you t verfy heslth, simulate user events, and test for speciic conditons.
E x

o Click Select

In the Add SNMP Extended Monitor Dialog
e Name: HP Drive Array Monitor
e Description: SNMP Extended Monitor for an HP Drive Array
e Uncheck Use in rescan

e Click Import File
Menitor thresholds (0/0)
Impgrt file
Parameter T Down if

part afile and add thresholds to monitol
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o Inthe Select Import File dialog
= Select HPDriveArray.xml in the drop down

Select Import File X

Select file to import:
Alcatel.xmi a

Bluecoat.xml

Checkpointaml

Cisco.xml

Gitrixzml

CpqProliantxml

Dell Servers.xml|

Exchange.xml

Fortigate xml

Foundryxml

Host.xml

HPDriveArrayaml

1BM Servers.xml 2

m e}

= Click OK

In the Select Thresholds — HPDriveArray.xml Dialog
e Select Physical Drive Status

Select Thresholds - HPDriveArray.xml

3 parameter T

B  Physical Drive Status

= |

e Click OK

Under the Monitor thresholds (1/1) section
e Select Physical Drive Status
o Click Edit

Monitor thresholds (1/1)

Import file

+- |4l &
Paramer.er{r? Edit I Down if

Physical Drive Status =0
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3-6 Create New Hftp In the Monitor library dialog
Click the plus %+
Select Active Monitor

Content Monitor °

R

In the Edit Threshold Physical Drive Status dialog
Physical Drive Status is down when the: value
o Condition: is greater than

o Value:2

Edit Threshold Physical Drive Status X

|  ObjectlD: 1.3.61.4.12323.25.1.16

Physical Drive Status. This shows the status of the physical drive.
The following values are valid for the physical drive status: Other
(1) Indicates that the instrument agent does not recognize the
drive. You may need to upgrade your instrument agent and/or
driver software. Ok (2) Indicates the drive is functioning

property. Failed (3) Indicates that the drive is no longer
operating and should be replaced, predictiveFailure(4) Indicates
that the drive has a predictive failure error and should be
replaced. If you suspect a problem, run Compag Diagnostics.

Physical Drive Status is down when the
Value

Condition
Is greater than

Value

“ Conedl

o Click OK

Add SNMP Extended Monitor

HP Drive Array Monitor

SNMP Extended Monitor for an HP Drive Array

second(s) 1

| Monitor thresholds (1/1)

Import file

Down if

Physical Drive Status >z

Cancel

Click Save to save monitor to library

In the Select Active Monitor Type dialog

Type HTTP in the search text box then select HTTP Content Monitor
Click Select

In the Add HTTP Content Monitor Dialog

Name: App Web Site Content Monitor
Description: HTTP Content Monitor to check the contents of app server

Uncheck Use in rescan
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e |nthe HTTP Server section
o Change URL to http://app

HTTP Server | Advanced settings
URL @

e Scroll down to the Search for content section
o Select Plain text
o Enter the text IIS Windows Server
o Monitor state if content not found
= Ensure Down is selected

o Click OK to save

You have completed Lab 3 — Active Monitors


http://app/
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Lab 4 - Performance Monitors \

4-1 Open the Monitor The Monitor library should still be open, if not:
Library e Click on Settings
e Mouse over libraries
e Click Monitors

SETTINGS Q
v
System Services
a5 Mo
System Settings > o

Users & User Groups

Actions & Alerts. >
Libraries > | Credentials
Scheduling Activities > Monitars
Application Monitoring > Rolesand Sub nnlegn
Network Traffic Analysis > WhatsUp Gold System Tasks
4-2 | Create Active Script In the Monitor library
Performance monitor e Click the plus
using two reference e Select Performance Monitor
variables

In the Select Performance Monitor Type dialog
e Inthe drop down select Active Script Performance Monitor

Select Performance Monitor Type

Maniter Name

i APCUPS Performance Moritor

G2 aws s pertormance Manior
%xm Enterpris Biling Perfarmance Mamitar
%.\m Performance Mositor

»
<15 Rt e Pciarmacs Mt @
.

JMX MK Performance Monitor

e Click Select

In the Add Active Script Performance Monitor Dialog
e Name: Retransmitted TCP segments over fime
e Description: This performance monitor graphs the percentage of
retransmitted TCP segments over fime using two reference variables:
RVtcpOytSegs and RVtcpRetransSegs.
e  Script Type: JScript

Add Active Script Performance Monitor

Name
Retransmitted TCP Segments over time

Deseription

This performance moritor graphs the percentage of

reference variables RVrcpOytSegs and RVicpRetrasSe;

ansmitted TCP segments over time using two \

Script type
O veSaript © Isaipt
Timeout

0 second(s)
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In the Reference Variables Section
e Click the Add button <

e Inthe Add New Reference Variable dialog
o Name: RVtcpOutSegs
o Description: The total number of TCP segments sent out on the
network
o Object Type: SNMP
o Counter: 1.3.6.1.2.1.6.11
o Instance: 0

Add New Reference Variable X

Name
RVecpOutSegs
Description

The total number of TCP segments sent out en the network

Object type
© SNMP
Q WM
Performance Counter | Select
Counter
1.3.6.1.2.16.11
Instance

E

m S

e (lick Save

In the Reference Variables Section
e Click the Add button %+

o Inthe Add New Reference Variable dialog
o Name: RVtcpRetransSegs
o Description: The total number of TCP segments that were
retransmitted on the system
o Object Type: SNMP
o Counter: 1.3.6.1.2.1.6.12
o Instance: 0

Add New Reference Variable X

Name
RVicpRetransSegs

Description

on the system.

Object type
© suwp
O wmi
Performance Counter | Select
Counter
1.3.6.1.21.6.12
Instance

0

m S

e (lick Save
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~w Reference Variables

+

Variable Type Description Object Instance
RVrecpOur... SNMP Total number of TCP seg... 1.3.6.1.2.1.6.11 ]
RVtcpRetr... SNMP Total number of TCP seg... 1.3.6.1.21.6.12 0

In the Script Text area

Enter the following Script:

/* This script is a JScript that will allow you fo graph the percentage of retransmitted TCP
segments over fime on a device. For this script, we use two SNMP reference variables: The
first Reference variable RVtcpOutSegs is defined with OID 1.3.6.1.2.1.6.11 and instance O. It
polls the SNMP object tcpOutSegs.0, the total number of TCP segments sent out on the
network. */

var RVtcpOutSegs = parselnt(Context.GetReferenceVariable("RVtcpOutSegs™);

/* The second reference variable RVtcpRetransSegs is defined with OID 1.3.6.1.2.1.6.12 and
instance O. It polls the SNMP object tcpRetransSegs.0, the total number of TCP segments
that were retransmitted on the system. */

var RVicpRetransSegs = parselnt(Context.GetReferenceVariable("RVtcpRetransSegs"));

//Error Checking

if (isNaN(RVtcpRetransSegs) || isNaN(RVtcpOutSegs)) {
Context.SetResult(1, "Failed to poll the reference variables.");

}

else {

// Compute the percentage:

var TCPRetransmittedPercent = 100 * RVtcpRetransSegs / RVtcpOutSegs;
// Set the performance monitor value to graph
Context.SetValue(TCPRetransmittedPercent);

Script text
1* This scriptis & [Scripr that will allow you o graph the percentage of retransmitted TCP segments
over time on & dev
/* The second reference variable RVicpRetransSegs is define 0ID 1.3.6.1
It polls the SNMP object tcpRetransSegs.0, the total number of TCP segments ©
on the system. */
var RVicpRetransSegs = parselnt{Context.GetReferenceVariable("RVicpRetransSegs™));
HError Checking
if (isNaN( RetransSegs) isNaN({RVrcpOurSegs)) {
Context.5etResult(1, "Failed to poll the reference variables.”);
}
else {
11 Compute the percentage:
var TCPRetransmittedPercent = 100 * RVicpRetransSegs / R¥rcpOutSegs:
11 Set the performance monitor value to graph
Context.SetValue(TCPRetransmittedPercent):
}
Click Save

You have now completed Lab 4 - Performance Monitors.
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Lab 5 - Actions
5-1 Open Actions and e Click the Setting menu
Policies Library e Mouse over Actions & Alerts

e Select Actions and Polices

SETTINGS FAVORITES
v

System Services
System Settings >
Discovery Settings >
Agent Settings >
Users and User Groups
Actions & Alerts > ‘ Actions and Policies
Libraries > | Alert Center ubr{ma

5-2 Create new Scripting In the Action Library (bottom half have the dialog)
Action e Click the plus %
o Select PowerShell
e In the New PowerShell Script Action dialog
o Name: Restart Windows Service — W3SVC
o Description: PowerShell script action to restart a windows
service
o Timeout (seconds): 10
o Run under device credentials: Checked
o  Script text:
#Using a try catch just in-case something goes wrong
try
{
# Get servername
Sip = $Context.GetProperty(*Address");

$DnsEntry = [System.Net.DNS]:GetHostByAddress($ip)
$DnsName = [string]$DnsEntry.HostName;

# Get the Windows credentials

$WinUser = $Context.GetProperty("CredWindows:DomainAndUserid");

$WinPass = SContext.GetProperty("CredWindows:Password";

Spwd = convertto-securestring $WinPass -asplaintext -force

Scred = new-object -typename System.Management.Automation.PSCredential -
argumentlist $WinUser,Spwd

Invoke-Command -ComputerName SDnsName -Credential Scred -ScriptBlock
{Get-Service -Name W3SVC | Restart-Service}

# Set the result

SContext.SetResult(0, "Done!)
}
Catch [Microsoft.PowerShell.Commands.ServiceCommandException]
{

# Set the result if it goes wrong

$Context.SetResult(1, “S_exception.gettypeQ.fullname™)
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w PowerShell Script Actiol

Name:

[Restart Windows Service - W3SVC |

Description:

[PowerShell script action to restart a windows service |

Timeout (seconds):
i |

@ Run under device credentials:

Script text:

4Using a try catch just in-case something goes wrong +
tr)

{
# Get servername
$ip = $Context.GetProperty("Address");
$DnsEntry = [System.Net.DNS]::GetHostByAddress($ip)
$Dnshame = [string]$DnsEntry.HostName;

# Get the Windows credentials

SWinUser = $Context.GetProperty("Crediindows:DomainAndUserid”);

$uinPass = $Context.GetProperty("Creduindows:Passuord");

Spud = convertto-securestring SWinPass -asplaintext -force

$cred = new-object -typename System.Management.Automation.PSCredential -argumentlist
suinUser, Spud

Invoke-Command -ComputerName $Dnshame -Credential $cred -scriptslock {Get-service -
Name W3SVC | Restart-Service]}

# Set the result
$Context.SetResult(0, "Done!")

¥
Catch [Microsoft.PowerShell.Commands.ServiceCommandException]

{ -

# Set the result if it goes wron

“ e

e Click OK to save

You have finished Lab 5 - Actions
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Lab 6 - Add More Actions and Action Policies

6-1 Create new State In the Action Library, Actions Tab
Change Email Action e Click the plus %

Actions and Policies
| Actions (4) Action Policies (1)

L

g

e Select Email Action

Select Action Type

The folauing ace

riarirg deces
Acians. Search. Q

20 et s

7:&\ —

@] Conigaten waragement
3

@ L —
Iﬁémw
5

25 Lgrare
L

) ovscene eamagmere

e In the New Email Action dialog General Tab:
o Name: Primary IT
o Description: E-Mail Action for Primary IT Coverage Staff
o Mail to: <yourStudentID>-primary@wugtng.com
=  Example: stO3-primary@wugtng.com

Note: The IMail server we use will automatically create a sub
mailbox named whatever is following the — before the @ sign in

your email address
Name
Primary IT

Description

E-Mail Action for Primary IT Coverage Staff

Recelver Sender
in01-primary@wugtng.com WharsUpGold@wugmg.com

SMTP Server Port. Timeout
meil.wugtng.com 25 30 second(s)

Use encrypted connection (SSL/TLS)

[ Use SMTP authentication

m G
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6-2 Modify State Change At the top of New Email Action
Mail Content e Click the Active and Passive Monitors Tab

Add Email Action

General Active and Passive Monitors Alert Center

Subject nsertvarisbles:  Syste

In the Subject:
e Change it to %Device.DisplayName (%Device.Address) is
%Device.WorstState - %Device.Status

In the Message Body:
e Replace the entire body with:

%Device.HostName (%Device.Address) is %Device.State.

Details:
Monitors that are down include: %Device.ActiveMonitorDownNames

Monitors that are up include: %Device.ActiveMonitorUpNames

Contact: %Device.Attribute.Contact
Location: %Device.Attribute.Location

Notes on this device (from device property page):
%Device.Notes

This mail was sent on %System.Date at %System.Time
By Ipswitch WhatsUp Gold

e (Click Save to save Primary IT Email Action

6-3 Create new Passive In the Action Library, Actions Tab
Email Action e Click the plus 4

e Select Email Action

e Inthe New Email Action dialog General Tab:
o Name: Passive
o Description: E-Mail Action for Passive Monitors
o Mail to: <yourStudentID>-passive@wugtng.com

= Example: stO4-passive@wugtng.com

6-4 Modify Passive At the top of New Email Action
Monitor Mail Content e Click the Active and Passive Monitors Tab

In the Subject:
e Change “%Device.Type is %Device.State (%Device.HostName).” to
“%PassiveMonitor.DisplayName rcvd from %Device.DisplayName
(%Device.Address)”


mailto:passive@wugtng.com
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In the Message Body:
e Replace the entire contents with:
%Device.HostName (%Device.Address)

Details:
%PassiveMonitor.Payload.*

Notes on this device (from device property page):
%Device.Notes

This mail was sent on %System.Date at %System.Time
Ipswitch WhatsUp Gold

e Click Save to save Passive Monitor Email Action

6-5 Create new Secondary  In the Actions and Policies Library Dialog Actions Tab

IT Email Action from e Select the Primary IT Email Action
the Primary IT action e Click Copy

e Inthe “Edit Email Action” dialog General Tab:
o Name: Secondary IT
o Description: E-Mail Action for Secondary IT Coverage Staff
o Mail to: <YourStudentID>-secondary@wugtng.com
= Example: st10-secondary@wugtng.com

Click Save to save Secondary IT monitor Email Action

6-6 Add Email Notification On the Action Policies Tab at the top
Action Policy o Click thed

Actions and Policies

Actions (7) Action Policies (1)

+

Aii:gil 1

Implicit Action Palicy

e Inthe Action Policy Builder dialog
o Policy Name: Notification Policy

Action Policy Builder

Policy name

Nortification Policy


mailto:secondary@wugtng.com
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o Click Add...

o Inthe “Select an action from the Action Library:” drop down
= Select Default Web Alarm

o Inthe Execute the action on the following state change: drop down
= Select Down at least 2 min

Edit Policy Rule @ X
lect an action from the Action Librar

Blackout Schedule
+

Schedule Detalls SartTime  EndTime Duration

(] Repeat action

n o

o Click OK

o Click Add...

o Select: Select an action from the Action Library

o Inthe “Select an action from the Action Library:” drop down
=  Select Primary IT

o Inthe Execute the action on the following state change: drop down
= Select Down at least 2 min

Edit Policy Rule X

Select an action from the Action Library

ction on the following state change

Blackout Schedule
+

[ Schedule Details SartTime  EndTime Duration

o Click OK
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Click Add...

In the “Select an action from the Action Library:” drop down
= Select Primary IT

In the Execute the action on the following state change: drop down
= SelectUp

In the Only if the following state was reached:
=  Select 2 minutes — (Down at least 2 min)

Edit Policy Rule

Click OK

Click Add...
In the “Select an action from the Action Library:” drop down
= Select Secondary IT
In the Execute the action on the following state change: drop down
= Select Down at least 20 min
Click Add in the Blackout Schedule Section
= |n the Weekly Schedule dialog
e Starf time: 08:00 AM
e End tfime: 08:00 AM
e Check Sunday and Saturday

Weekly Schedule X

Start Time
End Time
Duration 24:00

Days

e (Click OK
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Edit Policy Rule

Select an action from the Action Library
Secondary IT
Execute the action on the following state change

Down at least 20 min

Blackout Schedule

+
O Schedule Details Start Time End Time Duration
Weekends 8:00 AM 8:00 AM 24:00
L REDEB[ action
e (Click OK

Click Save to save to close the New Action Policy Window

6-7 Add W3 Service On the Action Policies Tab at the top
Restart Action Policy o Click ther

e In the Action Policy Builder Window
o Policy Name: W3 Service Restart Policy

Action Policy Builder

Policy name

W3 Restart Policy

o Click Add...
e In the Edit Policy Rule Dialog
o Inthe “Select an action from the Action Library:” drop down
=  Select Restart Windows Service - W3SVC
o Inthe Execute the action on the following state change: drop down
= Select Down at least 2 min
o Click OK
e Click Save
e Close the Actions and Policies Library window

You have now completed Lab 6 — More Actions and Action Policies
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Lab 7 - New Device Roles \

7-1 Open Role and Sub On the Menu bar
Role Library e Click on Settings
o  Mouse over libraries
e Select Roles and Sub Roles

SETTINGS FAVORITES
v

System Services

System Settings >
Discovery Settings >
Agent Settings >

Users and User Groups

Actions & Alerts >
Libraries > | Credentials
Scheduling Activities > | Monitors
WhatsUp Gold Add Ons Roles and Sub Roles @
\pp > jp Gold System Tasks
7-2  Import Domain In Roles and Sub Roles Library
Controller role e Click Import

Roles and Sub Roles Library

+~ £ W ReserroDefaui \\%t_' Export

[ Enabled Name Description

o In the file selector dialog
o Navigate to Desktop, Class files

= Select Training-DomainController.json
= Click Open

Roles and Sub Roles Library

+- @0 X

] € « 4 ||+ ThsPC » Deshtop » ClossFies w & Sewch Cass i

O e
Oganize > Newlolder Ey W
e O 5 ]
Name Oetemedfied  Type See
o Quick aecess 4
[l Trining- j 5ON Fil ET]
B Doy » =

& Cownboack

{
{
[ Documents  #
0 ( =paw  #
{
{

Qs Fies

| mmarc

o o Netwek

=i

o\

. Fie game; | Triring DemnCantrcterjson V| soNFie




s 3) Progress'WhatsUp Gold

o Review the Summary of Imported Configurations dialog
o Unchanged items already exist in WhatsUp Gold
o New will be added to WhatsUp Gold
o Modified are items that exist but will be changed.

o  Click Import

Summary of Imported Configurations X

Here are the icems thatwill be imporied to the libraries.
Tyee T Name Change
| con
Icon

leon

= -

e Close the Roles and Sub Roles Library, then open it back up
o Verify the Domain Conftroller now exists in the library

Roles and Sub Roles Library @A X

+- /@8 oot Bpon

eyt Source

§t

Role

v R

AR AAA

e Edif the Domain Confroller Role to view the role’s settings
e When you are satisfied, close the Role wizard
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7-3 Create new role for
Apps server

In Roles and Sub Roles Library
e Click the Plus and select New Role

+ - 7S
Mew Role
Mew sub Ro me

e In the Role Editor — New Role: General Tab
o Name:ITE Apps Server
o Description: Application Servers in the ITE
o Weight: 105

Role Editor - ITE Apps Server
General
Scan Rules
Applied Sub Roles Casieral
Attributes Display Name
Custom Links
Monitors Desaription

Action Policy

Tasks

Weight @

Set as network device &

e Click Next or on the Scan Rules tab
o On the Scan Rules tab

o Click the Add button
e  On the Rule Group dialog

o Click Add

o On the Select a Rule Type
o Scroll down and select WMI query result(s) is
o Click Ok

e  On the Rule dialog
o Inthe WMI Query text box

=  Type: Select CSName FROM Win32_OperatingSystem

o Inthe WMI results contains value
= Type: <your student/D>-APP
Note: This needs to be in all caps
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As an example, if yourstudent ID is St02, you will enter STO2-
APP

o Click Save

e Close the Rule Group Dialog by clicking the X in the upper right-hand
corner of the dialog

e Click Next or on the Applied Sub Roles
On the Applied Sub Roles tab click Add (4) button
e Inthe Add Applied Sub Role dialog
o Select (check the check boxes)
=  AWS Resource
=  Windows Infrastructure
=  Windows Server
o Click OK
o Click Next or on the Attributes tab
On the Attributes Tab

o Click Add
e On the Add Attribute dialog
o Enfer

= Name: Maintenance
" Value: 2™ Tuesday of the month

o Click OK

e On the Attributes Tab
o Click Add

e Onthe Add Aftribute dialog
o Enter

=  Name: PzAlert-Drive-C:\
= Value: 40
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o Click OK

Role Editor - ITE Apps Server

Click Next or on the Monitors tab:
e  On the Monitors tab
o Click the Add (+) button
e In the Monitors dialog
o Under the type: Active, select (check the check box)
=  HTTP (Hypertext Transfer Protocol (Web Server))
=  App Web Site Content Monitor

o Click OK
e  On the Monitors tab monitors list
o Ping

= Check Critical

=  Set to always applied
o HTTP

= Critical checked

= Set to Check support first
o App Web Site Content Monitor

= Critical NOT checked

= Set to Check support first

e  Click Next or on the Action Policy Tab
e On the Action Policy Tab
o Inthe Action Policy dropdown
= Select Notification Policy

e C(Click Save
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7-4 Edit default switch
sub role

In Roles and Sub Roles Library

Click the % to collapse the Role section

Roles and Sub Roles Library
+-
Enabled

Name Description

Role Type: Role
ck to collapse. CTRL+click collapses all others
&L; = .

In the Sub Role section

o Scroll down and select the Switch sub role
o Click on the Edit button ¢*

Click the Monitors tab
On the Monitors tab
o Click the Add (+) button
In the Monitors dialog
o Under the type: Active, select
= Cisco Switch CPU
o Under the type: Performance, select

= Retransmitted TCP Segments over time

o Click OK

On the Monitors tab monitors list
o Cisco Switch CPU
= Critical NOT checked
=  Set to check support first
o Retransmitted TCP Segments over time
= Set to Check support first

Sub Role Editor - Switch
General Back

Monitors
Scan Rules
Scan for and configure the selected monitors on applicable devices

+ Restore System Default
Suggested Roles

Name Type Critical Application Rule

D

DV &

Applied Sub Roles

Attributes

@ X

Click Save




5 3 Progress WhatsUp Gold

7-5 Close the Roles and Click the X in the upper right-hand corner of the Roles and Sub Roles Library dialog
Sub Roles Library box.

Roles and Sub Roles Library
+ [fam

Enabled Harre Descripiion

Rale Type Maniors

ARAAAAAARAARAAAY

Role Type: Sub Rale

A

You have now completed Lab 7 - New Device Roles.
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Lab 8 - Network Discovery \

8-1 Schedule a Scan On the Main Menu Bar
e Click Discover
e Then Click New Scan

DISCOVER
v

Discovered Network

New Scan @

Saved Scan Settings

Scan History

In the Discovery Scan Dialog
e On the Start Tab
o Check Single device, multiple devices, IP ranges, or subnets
o Type in the text box
= 192.168.200.1
o Leave Gateway IP and Local Subnet checked

1.Start
Choose your starting device set
Expand y g
[ Single device, multiple devices, IP ranges, or subnets
Limit
192.168.200.1]
2. Credentials
3, Options.
Schedule
Gateway P @ 10.27.0.33
Review & Run
I3 Local Subnet @ 10.27.0.32-1027.047

e Click Next or on the Expand tab
o Ensure All check boxes are checked EXCEPT Include Clients

1.Start
Expand from the starting set to connected devices
Expand
[ Virtualization Ervironment @
Limit
[ Wireless Infrastructure @
2. Credentials (] include clients
3. Options Storage Devices @
[ Seed Address Scan @ | Scan Depth 3
Schedule

e Click Next or on the Credentials tab
o Verify Use Current and future credentials is checked

1. Start
Select credentials for the scan
Expand
Use all current and future credentials @
Limit

#
2, Credentials =
O priorny Credential Name
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e Click Next or on the Options tab
o Increase the Ping and SNMP Timeouts to 5000 ms

ms) Retry Count

SNMP

Timeout (ms) Retry Count

e Click Next or on the Schedule tab
o Check Schedule
o Under Schedule Options
= Select Weekly
e Schedule your scan based on the Table below
(your instructor may change the times based on
Non-US classes)

Student ID Day Time (GMT)
St01/St16 | Tomorrow (Thursday) 12:00 AM
St02 / St17 | Tomorrow (Thursday) 12:30 AM
St03/St18 | Tomorrow (Thursday) 1:00 AM
St04 / S119 | Tomorrow (Thursday) 1:30 AM
St05 / St20 | Tomorrow (Thursday) 2:00 AM
St06 / St21 | Tomorrow (Thursday) 2:30 AM
St07 / St22 | Tomorrow (Thursday) 3:00 AM
St08 / St23 | Tomorrow (Thursday) 3:30 AM
St09 / St24 | Tomorrow (Thursday) 4:00 AM
St10 / St25 | Tomorrow (Thursday) 4:30 AM
St11/St26 | Tomorrow (Thursday) 5:00 AM
St12 / St27 | Tomorrow (Thursday) 5:30 AM
St13/St28 | Tomorrow (Thursday) 6:00 AM
St14 / St29 | Tomorrow (Thursday) 6:30 AM
St15/St30 | Tomorrow (Thursday) 7:00 AM

*** Times are based on Server Time-Zone (GMT)
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1. Start
Set the scan to run on a schedule
Expand
Schedule
Limnit Schedule options
2. Credentials O Dally Weekly Options
O Weekly Recurevery (] sunday
3. Options O Monthly ) Monday
QO Custom Tuesd:
Schedule | Tuesday
| Wednesday
Review & Run Thursday
(] Friday
[] saturday
Every [ week(s)

Begin schedule on

Next scheduled event

1:00am, Thursday November 1, 2018 [Server time-zong]

] Expire schedule on

[Server time-zone]

Click Next or on the Review &
o Name - Weekly Scan

Run tab

o Description — Scans the ITE once a week

o Click Save

1. Start
Scan summar
Expand v
Name
(i Weskiy Scan
2. Credentials Description

Back

Save

Save & Run Now

Scans the [TE once a week

3. Options
Schedule Starting device set for the scan ¢
Review & Run P Address(es) 192.168.200.1
Local Subnet 10.27.0.32-10.27.047

Close the new scan dialog.

You have now completed Lab 8 - Network Discovery.
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Lab 9 - Start Monitoring \

9-1 Change Web Alarm On the WhatsUp Gold Menu bar
Checking Inferval e Click on the UserID menu
o Select User Preferences

User Preferences

Log Out

In the User Preferences dialog
e Change the Alarms Checking Interval to 30 second(s)

e Click Save

Date Format

MM/DDAYYYY : 10/26/1985 v
Device status color

Use green for up status v

Device state change highlighting

Enable device state change effect on map

Enable device state change effect on device card and device properties

Show status bar

Enable Live Activity status bar

Alarms
Enable device web alarms
Checking interval
30\ second(s)
System notification sound
Alarm wav ~| | Play Upload

Supported format:.mp3 wav

9-2 Open Discover Click The discover Menu
Network e Select Discovered Network

017 DISCOVER

Discovered Network '{b
New Scan

Saved Scan Settings

9-3 Start monitoring In Discovered Devices list
devices e Check the top box of the list to select all your devices

Discovered Network (114 Devices)
@ Display Name IPA..  Device Role
‘ & st02-wugt.. 10.2..  ITEWUG Server
& 10.27.1.17 10.2.. Device

& st02-apptr.. 10.2.. [TEApp Server

& TrainingCo.. 192... Router
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e |n the information Card
o Click Start/Update Monitoring

%

i
114 Devices Selected “

In the Start/Update Group dialog
o Click Start

Start/Update Monitoring X

Select a Destination Group

& Discovered Devices

Select Devices to Monitor
All available devices (newly found or to be updated)

Name P Role (Click to Edit) Status
M sto2wugtraininglocal  10.27.1.27 ITEWUG Server New Device
1027.1.17 1027.147 Device New Davice
[ sto2-appirainingdocal  10.27.1.23 ITE App Server New Device
[ TrainingCorewugtng.c..  192.168.200.1 Router New Device
[ WUGTNG2901.wugtng..  192.168.200.142 Router New Device .

License Information

Selected Devices 14 Available Licenses 2500

Requiring New License 14 Wwill Be Updated o

-

e You will notice the Start/Update Monitoring scan will show up in the Active
Scan(s) tab

n | 1 Active Scan(s) Discovered
2
: Start/Update Monitoring Creating Display Na
Devices leted / tota 3745
ces completed / to; o ¢ 1020
7 @ ¢ ini-ap
5
3 .
2 & Treinin
2 & 01w
B & Trsinin

e Click My Network Button in the menu bar
Notice device will start populating in the My Network Map/List

Once all your devices are being monitored, you can proceed to the next step
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9-4

9-5

Verify Role and Sub In the My Network
Role Applications e Click on the Filters & Overlays tab
o Apply Switch Role filter
o Inthe filter text box type: Switch
= |nthe Roles
e Select Switch to apply the filter

Filters & Overlays

Overlays

Groups
b Group

L G ] 4

Filters
Switch X

Clear All

=4 Filters & Overlays

& Name/IP Switch

@ Location Switch

= Brand Switch

Monitor Legend

o Open a Switch’s device properties
= Verify that the custom Active Script monitors were added to
the Cisco Switches
e C(Clear Filters
e Apply Domain Controller Role Filter
o Inthe filter text box type: Domain Conftroller
= |nthe Roles
e Select Domain Controller to apply filter
o Open a Device’s device properties
= Verify everything which was supposed to be applied was
applied
o Clear Filters
e Apply ITE App Server Role Filter
o On the Filters and Overlays tab
= Starf typing ITE Apps Server in the filter text box
= Under Roles
e Select ITE Apps Server

o Open you App Server’s device properties
= Verify everything which was supposed to be applied was
applied
e Don’t close the device properties

Open Monitor On the Monitors tab on the far-right side
Library e Click on Go to library... menu button

o Click Monitors Library

i\ Gortolibrary...

i\ Actionz"#nd Policies

iz (Defaylr]
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9-6 Create new Service In the Monitors Library
Monitor °

Click on the Plus ** and select Active Monitor
Monitors Library

+ |

O Active Monitor
& passive \."\cnitcr@

Us .
* & Performance Monizor

In the Select Active Monitor Type dialog
e Type Service in the search text box then select Service Monitor from the list

Select Active Monitor Type

e C(Click Select

In the Add Service Monitor Dialog
e Name: W3 Service

e Description: Service Monitor for the World Wide Web Publishing Service
e Uncheck Use in rescan
[ ]

Protocol to use: Select WMI

Add Service Monitor @ X

| owm
| ©snwe

o Click the Browse button
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e Inthe Service Selection dialog

o Click Browse in the browse for device dropdown

Service Selection
‘ Device to browse
‘ This field is required
Services

Name: State

[~
Description ’h

e In the Select Dialog Search text box

o Enter -app

o Select your App server in the device list

Include devices in sub-groups

il o MyNetwork(45)

o Click Apply

£ Al devices (dynamic grou..
e

£8  Aitrouers (dynamic group...

-epp x

My Network T

= i.[:gw -app.training.local

e Back in the Service Selection dialog

o Scroll down and select World Wide Web Publishing Service

Service Selection

Device to brawse
in01-spparsininglocal
Services

Name stare

@-

Description

o Click Save
e Click Save
e Close the Monitors Library

9-7 Add additional Still in the Device Properties dialog on the Monitors tab
Monitor to App e Click the Add Button and select Active Monitor
Server

Moanitors (7)
+* -

Polling

Actions

Credentials (2)

=
] F’asswemmr

]

1 % Performance Monitor >

P Ping

L1 {

e |n the Active Monitor Properties Dialog

o Inthe What type of Active Monitor would you like to add to this

device? Dropdown
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= Select W3 Service

Active Monitor Properties

What type of Active Monitor would you like to add to this device?

W3 Service

Click Next

e Review the monitor settings then click Next

e In the Apply this Action Policy drop down
o Select W3 Service Restart Policy

Active Monitor Properties

Apply this Action Policy:

| W?3 Service Restart Policy

State Change

Down At Least 2 Minutes

Action to perform

W3 Service Restart

o Click Finish
o Close the device properties

o Click Setup Critical (Enabled) to open the Critical Active Monitor Setup dialog

+ -

1 Monitor Argument
w Type: Active Monitor

[J -, AppWeb Site Content Monitor

Setup Critical (Enabled)

Comment

e In the Critical Active Monitor Setup dialog

o Select W3 Service and click Make Critical button

Non-Critical Monitors
Make Critical

] Monitor

[1 <. App Web Site Content Monitor

B -4 W3 Service

"] Hide disabled monitors
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e Under the Critical Monitors section
o Using the Move Up or Move down buttons, arrange the monitors

= Ping
= W3 Service
= HTTP

Critical Monitors (in polling order)

1 Monitor

Click Ok
e  Critical Monitors are now set with the proper order

~ Type: Active Monitor

9-8 Verify Actions and On your App Server, the one you are RDP'd to
Action Policies e Open the Windows Service manager by
o clicking the Start Button
o Then type Services.msc
o Click on the Services Icon that appears below the search box

Search

Everywhere

services.msq E
q services.msc

e In the Services manager
o Scroll to the bottom of the services list
o Select the World Wide Publishing Service
o Click Stop Service
Help

= B 3 @ now
MName - Stop Service |cription

e Return to WhatsUp Gold Web Interface
o Clear all filters from the My Network Map
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o After two minutes (plus the web interface interval), you should see a large
popup window on your screen, as the web alarm action triggers

. Web alanms have occurred
Host: in01-app.training.local
IP: 10.27.0.39
Status: Up

s 5t 5 t
3 min). Monitors that are down include: W3
Service Manitor.

[] Acknowledge Device(s) with Dismissal
View All
Ignore All
Dismiss

Dismiss All

Click the Dismiss button on the Web Alarm
e Go into the web mail
o Open another web browser tab
= Enter url: mail.wugtng.com
o Enter your email address and student password
o Verify Down Notification was sent
e In Windows Services Manager
o VerifyWorld Wide Web Publishing Service Restarted
e Back in Web Mail
o Verify Up Notification was sent
e Return to WhatsUp Gold Web Interface

You now completed Lab 9 - Start Monitoring.
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Lab 10 - Place Device into and out of Maintenance using Swagger

10-1 Create JSON Open Notepad ++
data o use

If Notepad ++ is not on a blank page, click File: New

On the New page in Notepad ++
e Change the page language to JSON by clicking Language on the menu bar
o Then mouse over the letter J
o Click JSON

L new 1 - Notepad-+ [Administrator]
File Edit Search View Encoding language Settings Tools Macro Rum  Plugins Window 7
o E R 8| & T IS Mone (Normal Tea) | ERET A
Hre 1| 4 3
1 B ¥
C »
D »
E ]
F »
GuidCli
H b
| »
! » Java
Klitart JavaScript
L ¥ JS0N
M y 5P h

e Type the following in the window
{
“enabled”: frue,
“endUtc”: “

e  After the “endUtc™ “
o Enter tomorrow’s date in the format of “yyyy-mm-dd
=  FollowedbyaT
= Then the time in the format of “hh:mm:ss
= FollowedbyaZ
o So, it would look like
= 2022-09-15T12:30:00Z”,
e  Finish up the file with
"reason": "Testing"

}

e When competed it should look like

E *new 1 - Motepads+ [Administrator]

File Edit Search View Encoding Language Settings Tools Macr
cAEHBEE R s W 9 | g% &
Hmw 1 Eil

1 L

2 "anabled®: troe,

3 "endlce™: "2022-09-07T12:30:002",

4 "reason™: "Testing™
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10-2 Login to API In the Web Browser,

using Swagger e open and other tab and type: http://wug:9644/swagger/ui/index#/
Ul

) WhatsUp Gold X @ SwaggerUl x +

< > C A Not secure | wug:9644/swagger/uifindex#/

+} swagger

e  Click the Login button at top right

+} swagger hitp://wug:9644/swagger/docs/vi admin-admin Login

e You should receive the following message
o login was successful, you have a token now!

10-3 Get DevicelD for e Click on DeviceGroup to expand the device group section

SpeCIfIC dEVI(:e E fapifv1/device-groups/{groupld}/devices Returns the summary data for a given device group

In the grouplD value textbox, type zero (0)
e |n the search value textbox, type 2901

Parameters
Parameter Value Description Parameter Type Data Type
groupId 0 | The id of the group. path string
returnHierarchy return all descendant groups of query boolean
the parent group. default=true
state The optional state to search query string
search 250 ] optional search text ; case- query string
insensitive ; searches the
display name, hostname and
network address
pageld [ | The pageld query string
limit [ | The limit for the page query integer
Authorization \Beamr ey.lhchiOiJDdHRwOiﬂvd}dJanszBy‘\ oauth2 access_token header string

Try it out!

o  Click Try it out!

e Scroll down and view the Response Body
o Take note of the “id”: value

Response Body

{
“paging™: {

"devices": [
{
"hostName": "WUGTN29BL.wugtng. com”,
“"networkAddress": "192.168.200.29",
“"beststate™: "Up",
"worstState”: "Up”,

"name”: "WUGTN2861.wugtng.com”,
widgvs gt
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10-4  Put Device into
Maintenance
mode

10-5 Remove device
from
mainfenance
mode

Click on Device to expand the device section
o Scroll down and click on

[fapifv1/devices/{deviceld}/config/maintenance

Ensure the Response Content Type is set to application/json
Response Content Type [ application/json v |

In the devicelD field, type in the device ID you recorded in the last step
In the cfg field, paste in the JSON you created in step 10-1
o Making sure you have all of the curly brackets and commas needed

deviceld 28 ID of device

cfg 1 Manual maintenance
"enabled”: true, mode configuration
"endUtc": "2022-89-97T12:30:002",
"reason”: "Testing”

¥

Parameter content type: | application/json v

And ensure the Parameter content type is also set to application/json
Click the Try it out! Button
Check the Response Body

o You should see

{
“data": {

"success": true

1
T

¥

Go into the WhatsUp Gold Web Admin and verify wugtn2901 is in maintenance
mode

@ AppSrv20.wugtng.com 192.168.200.221

WUGTNZ801

wugtng.com 192.168.200.29

@ AppSrvl0.wugtng.com 192.168.203.201

Back in the swagger Ul, edit the JSON data in the cfg field to only include
{

“enabled”: false

Then click the Try it out! Button

Go into the WhatsUp Gold Web Admin and verify wugtn2901 is out of maintenance

mode

O @ AppSr20mugng.com

@ AopSrlDwugmg com

You have completed Lab 10 - Place Device into and out of Maintenance using Swagger
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11-1

1-2

Open Windows
PowerShell ISE

Enter
configuration
variables in your
script

e Onyou App server (the one you are logged into),
o  Click the start button then Windows PowerShell ISE

e  On the Menu bar of the ISE
o Click on View and then Show Script Pane to show the script pane

Q Windews PowerShell ISE

v | Show ToolBar
Shenw Seript Pane
Show Qutlining :Re_%g':s]

Show Line Numbers

Chew Mamamand Ldd.an

File Edit | View | Tocls Debug Add-ons Help

e Inthe script pane of the ISE,

¥ Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help

H & ERP Y ( T |

Untitledps1 X

Note: you will notice when you type in the ISE, it will offer suggestions for what
you are typing, and you can either hit the tab key or click it with your mouse to

select your choice.
e typein:
SwugServer = "wug"

SwugUser = "admin"
SwugPass = "admin"

SauthURL = "HTTP://${wugServer}:9644/api/vi/token"

Sheaders = Snull

Screds = @f
username = “admin”
password = “admin”
grant_type = "password"
}
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11-3  Enter Invoke- e In the script pane of the ISE and line or so below your current text, enter:
RestMethod
into script Sresult = Invoke-RestMethod -Method Post -Uri $authURL -Body $creds -Headers Sheaders

Sresult | Format-List

Q Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help

W & B x| 0 P BB x| 8 |BoCc L[ -]

Untitled] ps1* X

username

) password
D grant_type
fresult = Invoke-RestMethod -Method Post -Uri SauthURL -Body Screds -Headers Sheaders
esult | Format-List|
-4  Test your script e  On the ISE’s menu bar, click on the Run Script button

so far _
Q Windows PowerShell ISE

File Edit View Tocls Debug Add-ons Help

H 4 O x 9 P 3 B w |

Untitled1.ps1™ X

WUQSEr Ve "wug'

Or you can press the F5 button.

e Inthe bottom output pane if your script ran correctly, you should see the
o Access_Token
o Token_type
o Expires_In
o And the refresh_token

P37 3 (Mg 13544, 81, Vi ToKen

od Method Post -Uri SauthURL ders Sheaders
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1-5 Edit script to
place device
into
maintenance

1-6 Put device into
maintenance via
PowerShell

e Back in the script pane, edit the script as follows:
e Replace Sresult | Format-List with $authToken = Sresult.access_token

e Then add the following:
SdevicelD = 28
SmaintURL = "HTTP://${wugServer}:9644/api/vl/devices/${devicelD}/config/maintenance"

SjsonData = @f{
“enabled” = $true;
“endUtc” = “2022-10-25T12:30:00.000Z";
“reason" = "Testing"

} | ConvertTo-Json

Sheaders = New-Object "System.Collections.Generic.Dictionary[[String],[String]]"
Sheaders.Add("Authorization", "Bearer ${authToken}")
Sheaders.Add("Content-Type", "application/json")

Sheaders.Add("Accept”, "application/json")

SmaintResult = Invoke-RestMethod -Method Put -Uri SmaintURL -Headers Sheaders -Body
SjsonData

SmaintResult

o  Click the Run Script button in the ISE

Q Windaws PowerShell ISE
File Edit View Tools Debug Add-ons Help

H & 1 x 9

Untitled1.ps1™ X

UGSEr Ve "wug’

o View the output in the bottom Output pane of the ISE

Jauthloken =3result.access_token

$aaintRL = " ver} 19644 /api /v ices/${devicelD] /config/maintenance”

neric. Dictionary[[String], [String]]"
ken}")

SmaintResult

data

{success=True}

P5 C:\Windows'
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e Inthe WhatsUp Gold web admin

o Check that the device did go into maintenance mode
e Go to the device properties page on the polling tab

o View that Maintenance mode is turned on

o And that the Expiration Time matches what you set

Manual Maintenance

[ o

Expiration Time | Edit

11-7  Edit script o e Back in the script pane of the ISE, edit the script as follows:
take device out o Edit your script as follows
of maintenance  Change: $jsonData = @{
“enabled” = Strue;
“endUtc” = “2022-10-25T12:30:00.000Z”;
"reason" = "Testing"
} 1 ConvertTo-Json
To: SjsonData = @{
“enabled” = $false
} | ConvertTo-Json)

M-8 Take device out e  Click the Run Script button in the ISE
of maintenance
via PowerShell Q Windows PowerShell ISE

File Edit View Tocls Debug Add-ons Help

H 4 O » |9

Untitled1.ps1™ X

MULUQSEr Ve "wug’

e View the output in the bottom Output pane of the ISE

password = admin
grant_type = "password”

iH

Sresult = Invok tMethod Method Post —Uri SauthURL -Body $creds -Headers Sheaders
SauthToken = Sresult.access_token

$devicelD = 28

“HTTP://${wugSer ver} :9644 /api /v1/device s config/maintenance”

PS C:\Windaws

e In the WhatsUp Gold web admin
o Check that the device is out of maintenance mode

You have completed Lab 11 - Place Device into and out of Maintenance using PowerShell
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Lab 12 - Place Multiple Devices into and out of Maintenance using PowerShell

12-1 Open new script e On the Menu bar of the ISE
pane in o Click on New to open a new blank script pane
Windows )
PowerShell ISE B windows Pou
File Edit View
|@m |
16
17 #8dev
18
19 Smainm
12-2 Copy and edit e Inthe script pane of the ISE,
your script e  Back on what might be called Untiled1.ps1

o Select all of your script
o Copyit

B windows Powershell 1SE
File Edit View Tools Debug Add-ons Help
D@8 & 28x 90605

| Uniitedtpst X | Untitled2gst” |

L R
| i

4 SauthuRL

5 s : l Cut Cird+X m
N | Ctr+C

7 E e y o Ty J

8 ssert  Paste CHrley

1 || e Start Intellsense Clrl+Space

S h Start Snippets Ctile)

13 SEESUTEN un Selection £ a

I
17 $deviceld - 28
19 SmaintURL - "HVTP://§(wugServer] :9644/api/vl/

o And paste into the new script pane you just opened in the prevOious step

B Windews Powershell ISE
File Edit View Tools Debug Add-ons Help
Dad4&wan 0M|p &
Untiedps1 | Untitea2pst” X |

1

Cut CtrleX
Copy Ctri+C
Paste . G-V

Start IntellTigerrse Ctrl+Space

Start Snippets Ctri=)
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e Place your cursor in front of the first line of the code you just pasted in and hit the
enter key two times to add two new lines at the start of the code

B mdministrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

Bezarxoo(rasne 8 Foo e,

Untitiedlips1 | Untitled2ps1* X |

/§{wugServer] 19644 /api /v1/token"

e On line one (the first line of your code)
o Enter the following block comment

<# This will place or remove
multiple devices into Maintenace mode
using the WhatsUp Gold REST API #>

Untitled 1.ps1 | Untitled2.ps1* X |

S<# This will place or remove
multiple devices into Maintenace mode
using the wWhatsUp Gold REST APL #=

"wug™

"admin™
"admin”
'HTTP:// S{wugServer } 19644 /api /vl token"

e On line 28 (or there abouts) where it has $SdevicelD = 28 (or whichever devicelD you
used)
o Change $devicelD = ... to $devicelD = “-“
o Then add the comment
= #Enter the devicelD you want to put info maintnance, or
multiple devices

to change

17 fresult Invoke-RestMethod -Method Post -Uri SauthURL -Body Screds -Headers Sheaders

fauthToker §result. access_token

"-" gEnter the devicelD you want to put into maintnance, or "-" to change multiple devices|

URL = "HTTP://i{wugServer}:9644/api /vl /devices/5{devicelD} /config/maintenance’

e  Place your cursor at the end of the line starting with SmaintURL ... and hit enter twice
e Enter: SdevicelDs = @(1,3,5,7,9,11) #Enter the list of multiple devicelDs separated with
a comma you want to put into/out of maintenance mode

SmaintURL = "HTTP://${wugServer}:9644 /api /vl /devices/${devicelD} /config/maintenance”

25 SdeviceIDs 2(1,3,5,7,9,11) #Enter the Tist of multiple deviceIDs separated with a comma you want to put intofout of maintenance mode

e Find the line “enabled” = ... after the $jsonData = @{
o Place your cursor before “enabled” and hit enter
o On the new line enter:
= "devices" = SdevicelDs;

= $1zonData @{l
"devices"” elDs;
“enabled” ;
“endutc” “2022-11-25T12:30:00. 000Z";
31 "reason” "Testing™

iz |} | ConvertTo-Jlson
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e  Go down to the line with SmaintResult = Invoke-RestMethod
o Change -Method Put to -Method Patch

intResult Invoke-RestMethod -Method Patch -Uri SmaintURL -Headers Sheaders -Body $isonData
12-3  Put devices into e  Click the Run Script button in the ISE
maintenance via & Adein . ———
B Administrator. Windows PowerShell
PowerShell .
File Edt View Tools Debug Add-ons Help
Untided1.ps] | Untided2,ps1 X | Run Script (F3)
1 E<# This will place or remove

nultiple devices into Maintenace mode
using the WhatsUp Gold REST API #-

o View the output in the bottom Output pane of the ISE
PS Ci\Windows's

data

e Inthe WhatsUp Gold web admin
o Check that the devices did go intfo maintenance mode

WhatsUp Gold ~ pscover ~ MYNEWORK  wwre senes pvoRmes Q [} 9 dwm  we

8o Groups

4 Fiters & Overlays

Mankar Legend

W ity o csplaysince s s

NOTE: Your devices might be different than those pictured
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12-4  Edit script o e Back in the script pane of the ISE, edit the script as follows:
take device out o Edit your script as follows
of maintenance  Change: $jsonData = @{
"devices" = SdevicelDs;
“enabled” = Strue;
“endUtc” = “2022-10-25T12:30:00.000Z";
"reason" = "Testing"
} 1 ConvertTo-Json
To: SjsonData = @{
"devices" = SdevicelDs;
“enabled” = $false
}| ConvertTo-Json)

11-8 Take device out
of maintenance
via PowerShell

Click the Run Script button in the ISE

B Bdministrator, Windows PowerShell 158
File Edt View Tools Debug Add-ons Help

H 4 | A |9 E'l B

Unitied1,ps1 | Untitled2ps1 X Run Script (F3)

<# This will place or remove
multiple devices into Maintenace mode
using the WhatsUp Gold REST API #

gServer = "wug
jUse "admin”

View the output in the bottom Output pane of the ISE

sfulOperations=6; resourceswithErros em.Object[]; limitReached=False; maximumReached=False; success=True}

e Inthe WhatsUp Gold web admin
o Check that the device is out of maintenance mode

You have completed Lab 12 - Place Multiple devices into and out of Maintenance using PowerShell
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